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ABSTRACT Open Radio Access Networks (O-RANs) represent a novel wireless access network
architecture that decomposes traditional RAN functions and makes them openly accessible. O-RANs
enable real-time coordination, RAN performance optimization, and management through RAN Intelligent
Controllers (RICs) and their related xApps. Due to the openness of O-RAN, developers have the flexibility
to download various pre-developed xApps from the Internet for deployment. They can even develop their
xApps to enhance the flexibility and innovation of the RAN. The current O-RAN official WG11 has
defined numerous specifications for secure implementations. However, not only is accurately detecting
malicious xApps a significant challenge, but the existing H-Release also does not fully adhere to the
specifications in its implementation. This could potentially introduce security risks and threats. In this
paper, we implement an experimental O-RAN H-Release environment and discover significant threats
from the absence of specified access control permissions for xApps. Malicious attackers can illegally
access APIs to utilize other services or launch attacks on legitimate xApps and E2 nodes through the
E2 interface, potentially causing a complete RAN disruption. We used the identified vulnerabilities to
design three attacks, providing detailed explanations and a comprehensive analysis of their impact on the
system. Finally, we also submit the discovered threats to CVEs (CVE-2023-42358 and CVE-2023-41628),
providing a reference for O-RAN officials to improve security in the future.

INDEX TERMS Authentication, malicious xApp, Open-RAN.

I. INTRODUCTION

OPEN Radio Access Network (O-RAN) is an open and
interoperable wireless access network architecture. It

enables connectivity and communication between devices
from different vendors through open interfaces. Unlike 3GPP,
O-RAN emphasizes multiparty collaboration, openness, and
interoperability, removing barriers in traditional wireless
infrastructure to encourage innovation and flexible deploy-
ment [1]. Hence, access control is crucial in implementing
the O-RAN framework. The Open-RAN architecture of the
O-RAN Alliance consists of several key components that
interact through different interfaces for guidance, control, and
information gathering [2]. Among them, Near-RT (real-time)
RIC (RAN Intelligent Controllers) enables real-time control
and optimization of RAN elements through the E2 interface.
At the same time, xApps serve as open applications deployed

on Near-RT RIC with highly customizable capabilities.
xApps leverage information from the O-CU and O-DU,
along with the computational power of machine learning
algorithms, to detect, respond, and manage the RAN in
real-time, closed-loop operation, enabling efficient wireless
network control, dynamic resource allocation, and network
optimization [3]. This offers a platform for vendors and
developers to collaborate on innovation. However, it also
brings up security concerns related to data transfer through
interfaces [2].
The official O-RAN documentation [4], [5] enumerates

a range of potential threats to O-RAN components and
interfaces, including U-plane, S-Plane, and C-Plane attacks
between O-RU and O-DU [6], malicious base station attacks
against O-RU [7], malicious xApps attacks on Near-RT
RIC [8], threats arising from the lack of authentication in
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SMO and O1 [9], and threats to the A1 interface between
Non-RT RIC and Near-RT RIC [10]. These threats have been
discussed from the O-RAN architecture and components per-
spectives. Although O-RAN has proposed numerous security
specifications in the official WG11 [4], [5], [11], [12], the
occurrence of the attacks mentioned above is still possible
without the implementation of these security specifications.
For instance, deployers can download pre-developed xApps
from the Internet for deployment in their environments.
Although O-RAN WG11 specifies the need for security
testing and analysis before deployment [5], accurately identi-
fying malicious xApps presents a significant challenge. Even
on the relatively mature Android platform, where developers
and Google conduct security testing and analysis, there
continues to be an annual proliferation of malicious apps.
This vulnerability increases the risk of uploading problematic
xApps, ranging from poorly optimized to malicious or
infected, introducing real-time threats, including resource
consumption, interruptions, misjudgments, and potential
undetected malicious attacks [8], [13].
However, after the successful deployment of xApps,

three security concerns arose: openness, authorization, and
transmission encryption. Regarding openness, if developers
directly deploy xApps within the current O-RAN archi-
tecture, malicious attackers can access information about
the K8s pods and services of the Near-RT RIC, allow-
ing them to access running services directly. Regarding
authorization, the current O-RAN architecture lacks access
control for xApps. A malicious attacker can use xApps to
access the E2 Manager API and use the exposed service
to maliciously shut down all E2 nodes (such as O-CU
and O-DU) by disconnecting E2AP. Regarding transport
encryption, although O-RAN WG11 has the specification
that IPsec should be adopted in the network layer of OSI
layer 7 to protect E2 traffic, the official H-Release of
O-RAN is still not implemented. Currently, transmission
still relies on conventional IP, SCTP, and E2AP protocols.
As a result, potential threats and vulnerabilities continue to
exist. Furthermore, many APIs on the current Near-RT RIC
are transmitted via HTTP, lacking comprehensive permission
management and transmission encryption protection. This
indicates that attackers could potentially access any service
API provided through HTTP on the Near-RT RIC via xApps,
posing a particular threat level. Despite the use of HTTP
for API communication among Network Functions (NFs)
in the 5G core network, the inherently closed nature of
5G and the implementation of identity verification and
authorization mechanisms among NFs make it challenging
for attackers to exploit vulnerabilities in HTTP. Therefore,
the openness of O-RAN further highlights the prominence
of such threats [11].

In this paper, we established an O-RAN H-Release
environment and designed three types of attacks based on
the identified vulnerabilities. The absence of proper xApp
authorization can lead to disconnection between E2 nodes
and Near-RT RIC. In addition, issues related to encryption in

FIGURE 1. SDR-enabled O-RAN Architecture.

the E2 interface transmission and the lack of signal integrity
verification affect the regular operation of xApps and the
Near-RT RIC, leading to potential Denial of Service (DoS)
attacks. This paper can be a foundational cornerstone for
other scholars and the O-RAN community’s research on
xApp access control.

II. BACKGROUND AND RELATED WORK
O-RAN is essential for rapidly deploying and managing
5G networks, ensuring fast and stable network experience,
and enabling industry transformation [14]. However, there
are security challenges associated with the openness of
O-RAN. In the following, we will use Fig. 1 to illustrate
the security of the transmission interface and the threat to
the components.

A. THREATS TO O-RAN TRANSPORT INTERFACE
The security of O-RAN open interfaces is a critical chal-
lenge. Weak authentication mechanisms can be exploited
by malicious attackers, resulting in unauthorized access and
manipulation of critical network policies and configurations.

• A1 Interface: Due to a flaw in the bi-directional
authentication between the Non-RT RIC and the Near-
RT RIC, hostile Near-RT RICs can connect through
the A1 interface. Consequently, internal attackers can
perform man-in-the-middle attacks and jeopardize the
policy integrity of the Non-RT RIC. Unauthorized
policy changes and access can severely impact RAN
performance and functionality [4], [10].

• O1 Interface: The O1 interface allows the SMO and
the Near-RT RIC to access resources and services. To
ensure security, the SMO must be authenticated before
accessing the counterpart’s resources. Unfortunately,
due to the lack of identity verification and logging, the
SMO cannot confirm the identity of both parties. As a
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result, data transmission and policies for the SMO and
the Near-RT RIC are directly compromised [9].

• FHI Interface: The FHI interface connects the phys-
ically exposed O-RU and O-DU. However, malicious
attackers can use this to launch DoS attacks, man-
in-the-middle attacks, and message tampering via the
U-plane, S-plane, and C-plane. These attacks can
disrupt the O-RU service and even compromise the O-
DU system, significantly impacting the entire O-RAN
network [4], [6].

B. SECURITY RISKS ASSOCIATED WITH O-RAN
COMPONENTS
The modular design and multi-vendor environment of the
O-RAN architecture introduce security risks. While the
modular design provides flexibility and scalability, it also
raises security concerns. Components from different vendors
may have compatibility issues and security vulnerabilities,
making the system susceptible to attacks such as intrusion,
identity fraud, and information theft [7].

• O-RU: Malicious attackers use technologies such as
Software-Defined Radio (SDR) and Universal Software
Radio Peripheral (USRP) to launch malicious base
station attacks [7], [15]. This attack method takes
advantage of the comprehensive signal coverage to force
nearby User Equipment (UE) devices to connect to
the malicious base station [16]. Malicious attackers can
obtain the UE’s Subscriber Privacy Identifier and 5G
Global Temporary Identifier, leading to disconnection
of the UE from legitimate base stations causing service
disruptions.

• Non-RT RIC: Attackers can infiltrate the non-RT RIC
and gain unauthorized access via the SMO, posing
various threats. First, attackers can track the location and
behavior of UEs, resulting in a breach of user privacy.
Second, attackers can modify the information within the
Non-RT RIC, causing data corruption or manipulation
and disrupting the regular operation of the system. In
addition, attackers can use these privileges for other
malicious activities, such as stealing sensitive data,
launching DoS attacks, or infiltrating the system, posing
serious security risks to the entire O-RAN network [9].

• Near-RT RIC: Near-RT RIC’s open platform allows
third-party xApp deployment but also introduces secu-
rity risks. Malicious attackers can use this vulnerability
to deploy malicious xApps, compromising sensitive user
data [4]. Users are exposed to various risks, including
data theft, privacy breaches, financial losses, disrupted
operations, service disruptions, a compromised user
experience, and system-wide damage or intrusion [8].

• xApps: Vulnerabilities from untrusted or unmain-
tained sources may be present in xApps, resulting
in serious consequences [8], [13]. If attackers dis-
cover exploitable xApps, they can disrupt existing
network services, infect other xApps, or compromise the
entire Near-RT RIC, impacting the O-DU and O-CU.

Malicious xApps can consume network resources, caus-
ing performance degradation through methods like Fork
bombs. Furthermore, attackers may launch adversarial
attacks against AI/ML models within xApps, further
disrupting the operation of the entire RAN [17], [18].
Finally, these malicious xApps may gain unauthorized
access to the Near-RT RIC APIs or launch disruptive
attacks such as DoS attack. However, the current
O-RAN specification only mentions what threats may
exist but does not provide a detailed description of these
threats and the process of threat occurrence. Moreover,
unknown threats may still exist [4], [5], [12].

III. THREAT COMPONENTS AND ATTACK ANALYSIS
The introduction of xApp provides O-RAN with a more
flexible and scalable architecture, allowing deployers to
download various xApps from the Internet for deployment
in their environments to enrich further and customize
wireless network functionalities. Although the O-RAN
WG11 specifications mention the need for security analysis
before deployment, dealing with a relatively new application
platform like xApp poses a significant challenge. This is
evident as even on the relatively mature Android platform,
despite security scans conducted by developers and Google,
numerous malicious apps continue to circulate on the
platform. Therefore, we assume that xApp is a potential
attack vector. xApp can be compromised through the supply
chain or hijacking the inbound process. Even a normal xApp
can be a threat if it sends wrong or abnormal signaling.
After deploying xApp to Near-RT RIC, we assume proper
isolation between virtual machines (VMs) and containers
is maintained. Under this assumption, attackers could not
launch attacks against other xApps from a malicious xApp
through the hypervisor, host operating system, or hardware
resources. At the same time, we do not consider the
deployment status of O-RAN in private or public clouds.
Our focus is on the issues between Near-RT RIC and xApp,
and it is not directly related to the deployment location.
During our implementation and development process, we

found threats from O-RAN A-Release to the latest H-Release
that O-RAN officials do not yet know. We try to map
these threats and attacks into the threat model of O-RAN
WG11 [4], as shown in Table 1. We first describe the
privilege management attacks caused by unreasonable access
control Settings in xApps. Based on this threat, we designed
two other attacks to exploit the E2 interface of malicious
xApps.
The privilege management and E2 interface transport

threat models are described below:
• Threat Description: Due to the current changes in the
development paradigm, attackers can exploit vulnera-
bilities by uploading xApps with weaknesses or threats,
including malicious xApps, to the Internet disguised
as legitimate xApps for deployment by unsuspecting
users. However, due to the lack of pre-validation
mechanisms and robust access control management,
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TABLE 1. Analysis table of attack mapping for O-RAN WG11 threat models and related research. The symbols in the table are represented as follows: Resolved “+”, mentioned
“©”, unmentioned “∗” and unsolved “x.”

FIGURE 2. E2 Protocol.

deploying these xApps in one’s environment may lead
to unauthorized access, privacy breaches, and ser-
vice disruptions. Additionally, the absence of integrity
authentication mechanisms in E2 transmission and
the non-implementation of IPsec provides malicious
attackers with opportunities to send malicious signals
and packets, leading to the theft of E2 node information
or launching DoS attacks.

• Threat Agent: All.
• Identifies Vulnerability: No deployment valida-
tion, Improper Privilege Management, Insufficient
Verification of Data Authenticity.

• Threat Asset: Malicious xApps illegally access Near-
RT RIC services, disrupting O-CU, O-DU, and O-RU
operations, as well as E2 nodes and other xApps.

• Affected Components: Near-RT RIC, O-CU, O-DU,
O-RU.

A. PRIVILEGE MANAGEMENT THREATS FOR XAPP
As shown in Fig. 2, xApp connects with the E2 Termination
and utilizes the E2 Interface to collect data and provide
specific UE services through the E2 node. The E2 Manager,
depicted in Fig. 2, manages the E2 Interface components.
Through the E2 Manager, xApp can access the relevant
functionalities and resources of the E2 Interface. It can
control, configure, and monitor the E2 nodes using the APIs
provided by the E2 Manager, enabling more flexible and
autonomous network management and optimization.

FIGURE 3. Access E2 Manager API.

However, it is unfortunate that the current APIs provided
by the E2 Manager still use the HTTP protocol instead of
HTTPS, making the information transmitted between them
insecure. We discovered that the current xApp can access
all APIs on the E2 Manager that use the HTTP protocol.
This allows malicious attackers to illegally access these
APIs to exploit services provided by other containers and
even disrupt the operation of other components, as shown
in Fig. 3. Suppose an abnormal xApp is deployed on the
Near-RT RIC without access restrictions on individual APIs.
In that case, the attacker can leverage the xApp to access
the API on the E2 Manager within the Near-RT RIC. This
access enables them to send signaling to the E2 Termination,
thereby interrupting the connections of all E2 nodes with
the Near-RT RIC. The implementation process of the attack
will be detailed in Section IV-B.

B. THREATS TO RIC SUBSCRIPTION AND SIGNALING
PROCESSES
As the intelligent controller within O-RAN, Near-RT RIC
is responsible for network management, optimization, and
decision-making functions. It actively subscribes to E2 nodes
to receive updates on specific resources, event notifications,
and changes in network status. It takes targeted actions based
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on this information, enabling more flexible and intelligent
network management. Unfortunately, there are still numerous
hidden threats during the E2 subscription process, which can
affect the regular operation of the RAN. In the following,
we will explain the two problems we found, the reason for
the attack, the process of the attack, and the impact of the
components. The implementation process of the attacks will
be detailed, respectively, in Sections IV-C and IV-D. The
threat model of the E2 interface transport threat is as follows.

1) E2 SUBSCRIPTION ISSUES

If the RIC Message Router(RMR) on Near-RT RIC
encounters the same Message type intended for different
destinations, the original target will not receive the expected
message. Attackers can exploit this mechanism by deploying
malicious xApps and continuously sending E2 subscription
requests to E2 nodes for repeated subscriptions. As a result,
the subscribed xApp will not initially accurately receive the
messages sent by the E2 node, leading to a delay in obtaining
the real-time status of the E2 node.
The attack process is depicted in Fig. 4 (B). In the

RIC subscription messages, xApps establish RMR tables
with the E2 Termination through the Routing Manager for
proper routing of E2 messages. However, if a malicious
xApp repeatedly sends subscription messages, resulting in
the creation of multiple RMR tables, the RMR will only
route messages based on the rules of the last created table.
As a result, the legitimate xApp will fail to receive messages
from the E2 node, as the messages will be routed to the
malicious xApp instead.

2) NEAR-RT RIC E2 TERMINATION DOS ATTACK

Attackers can exploit abnormal signaling flows to send
malicious signals, resulting in the collapse of E2 Termination
and causing a DoS attack that disrupts the service. Currently,
the E2 Termination in Near-RT RIC lacks integrity checks for
signaling. Furthermore, if E2 connections are established dif-
ferently from the standard procedure in the specification, E2
Termination can collapse, thereby paralyzing E2 Interface.
Fig. 4 (C) demonstrates the E2 DoS attack we imple-

mented to exploit such vulnerabilities. In the normal
signaling flow, the E2 node initiates the establishment of
an E2 connection by sending an E2 Setup request, and
the E2 Termination responds with an E2 Setup response
to complete the connection establishment. However, if the
connection establishment process deviates from the normal
flow, it results in the collapse of E2 Termination.
Due to the lack of restrictions on the messages that xApps

can send in the current Near-RT RIC, attackers can exploit
this vulnerability by deploying malicious xApps, as shown
in Fig. 4 (C) and sending a malicious response to a RIC
subscription request to the E2 Termination. Upon receiving
such a request, the E2 Termination processes the signaling
without performing integrity checks, resulting in its collapse.
This allows the attackers to achieve a DoS attack on the E2
Interface service through malicious traffic.

FIGURE 4. Duplicate RMR Table Flow Attack(A to B) and DoS Data Flow Attack
(A to C).

TABLE 2. System specifications and software versions.

IV. EXPERIMENT RESULT
A. RESEARCH QUESTION
We have designed the following research questions to
evaluate the effectiveness of exploiting these threats in the
O-RAN environment.

• RQ1: Does insufficient privilege management
in O-RAN generate exploitable threats for
attackers?

• RQ2: Does the lack of signal integrity protection and
the signaling confirmation process allow attackers to
carry out exploits?

All experimental environments in this paper, including the
hardware specifications and software versions, have been
compiled in Table 2.
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TABLE 3. Attack impact and recovery time assessment.

B. PRIVILEGE MANAGEMENT THREATS
To address RQ1 and demonstrate that attackers can exploit
vulnerabilities in privilege management to launch attacks
affecting RAN operations, we designed and implemented a
specific attack. After IP scanning of Near-RT RIC internal
services using Nmap in the deployment of xApp, we can
obtain the IP of the E2 Manager located in the Near-RT
RIC and access the E2 manager. We can then test the API
provided by the open-source E2 Manager in O-RAN SC, one
by one, to access to the E2-Manager service API. Following
our testing, those that contain these APIs disconnect the E2
node from the API. Suppose such an API does not restrict
access. In that case, xApp will be able to launch attacks
such as Fig. 3, disconnecting E2 connections in all E2 nodes
connected to Near-RT RIC, making it impossible for other
xApps to collect data returned from the E2 node.
Given the threats above, we recommend adopting an

authentication mechanism such as API Key or OAuth 2.0
to ensure the system’s security. This ensures that only
authorized users can access the API, mitigating potential
risks associated with unauthorized access. We can effectively
monitor and track each API client by implementing API
Keys, ensuring that only authorized applications or users
can utilize the relevant API functionalities. OAuth 2.0
authorization mechanisms can also be employed, issuing
Access Tokens to legitimately authorized xApps with limited
access permissions, allowing them to invoke APIs.

C. E2 SUBSCRIPTION ISSUES
To address RQ2 and demonstrate that attackers can exploit
the lack of E2 signaling confirmation processes to impact
RAN operations, we designed and implemented a specific
attack. During E2 message transmission in the Near-RT
RIC, the RMR library developed by the O-RAN SC routes
messages to their destinations through its tables. When
xApps send E2 setup requests, they also use RMR to route
messages to the components within the Near-RT RIC and to
complete the subscription of the E2 node. At this point, RMR
establishes connections by creating new RMR table rules for
messages between E2 nodes and xApps. Our experiments
found that when deployed xApps send identical subscription
requests to E2 nodes, the components in the Near-RT RIC
create new RMR tables. Consequently, if the messages
routed by these tables are the same as those processed by
previously deployed xApps, the messages are routed to the
later-deployed xApps, as shown in Fig. 4 (B). This problem
occurs because the RMR implementation only follows the
rules of the most recently created table. If multiple xApps
need to route the same message to different destinations,
only the most recently created RMR table rules are executed,

causing the original xApps to stop receiving messages sent
by E2 nodes.
Given the above threat, we recommend matching each

package of E2 subscription issued by xApp with the
respective UUID and RMR Table of xApp. The UUID value
should be added when creating an RMR Table rule in order
to differentiate it from other xApp rules. In addition, this can
stop malicious xApp falsification signals from interfering
with the RAN’s functionality.

D. NEAR-RT RIC E2 TERMINATION DOS ATTACK
To address RQ2 and demonstrate that attackers can exploit
the lack of integrity protection and signaling confirmation
in E2 signaling to impact RAN operations, we designed and
implemented a specific attack. In the E2AP process Fig. 4
(A), E2 nodes initiate Setup requests to the Near-RT RIC,
establishing the E2 connection. xApps send Subscription
Requests to E2 nodes, routed internally by the Near-RT RIC
to E2 termination. RIC Subscription Response with RAN
function information is returned to xApps, completing the
subscription.
Our research found that the Near-RT RIC crashes if the

E2 termination does not follow the standard E2 signaling
process. This can result in a DoS attack. The red part in
Fig. 4 (C) represents the attack performed with xApp sending
continuous RIC subscription responses to the E2 termination,
resulting in an E2 service DoS attack. The reason for the
attack was that when an E2 node sends an E2 setup request to
the E2 termination, the system internally creates a data array
for the sending node. It causes unauthorized memory access
and eventually crashes the E2 termination if the signals are
not sent in the proper order by the E2 node.
To avoid the threats above, we recommend verifying the

compliance of the E2 signaling confirmation process and
providing integrity protection to ensure the compliance of
E2 signaling content. As a result, evaluating and analyzing
the processes and values of all E2 signaling is required,
delivering timely alerts as needed.

E. PERFORMANCE EVALUATION
We found that these attacks affect the regular operation of
the E2 Node and result in data leakage from UEs and service
interruptions. As shown in Table 3, we measured the time it
takes for the service to restart after each attack, conducting
50 repetitions and ultimately obtaining the average. Among
these attacks, the recovery time for the DoS Attack is
the longest. This is because, according to the O-RAN
official specifications, E2 Termination cannot be manually
restarted; instead, it relies on the Health Check in K8s
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to confirm whether the Pod is operating normally. When
the livenessProbe detects that the E2 Termination Pod is
not functioning correctly, K8s terminates and rebuilds the
E2 Termination Pod to restore regular service operation.
Therefore, such attacks have a significant impact on the
overall RAN.

V. CONCLUSION
In this paper, we initially discuss the existing attack threats
from the perspective of O-RAN components and interfaces.
We then present the threats we discovered during our
implementation process, specifically regarding xApp access
control and previously unidentified vulnerabilities in the E2
interface. These threats disrupt the regular operation of other
xApps. They can result in E2 interface interruptions between
O-DU, O-CU, and Near-RT RIC, significantly impacting
the proper functioning of the RAN. We implemented three
attacks based on these identified vulnerabilities, provided
detailed explanations of their occurrence, and analyzed
their impact. Implementing the attacks helps us identify
potential vulnerabilities, improve O-RAN network security,
and accelerate everyone to follow and implement O-RAN
official security specifications. We have also released these
vulnerabilities as CVEs (CVE-2023-42358 and CVE-2023-
41628).
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